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Managing a Crisis
OBJECTIVES 
Learning Objectives
After studying this chapter, you should be able to: 
· Explain the relationship between risk and crisis. 
· Discuss the components and implementation of an injury prevention program.  
· Describe how to anticipate a crisis. 
· Discuss how to create a crisis management plan. 
· Identify and describe the steps in managing a crisis. 
· Discuss the effects that crisis events have on an organization.

LECTURE
I.	Introduction 
A.	Crisis management is part of every EMS officer’s responsibilities and affects four of the five business priorities (5 BPs): people, strategic objectives, financial management objectives, and culture of quality.
1.	A crisis can be caused by numerous situations—for example, a natural disaster, a  medical emergency, not meeting a deadline, an event that is negatively affecting your organization, or economic difficulty. 
a.	The EMS officer may not see a crisis looming on the horizon, but the organization will be better prepared to address and manage the crisis if there is:
i.	 A crisis plan in place 
ii.	The organization or division adopts an anticipatory (and not reactionary) stance
b.	Establishing a crisis management action plan that includes key steps in dealing with a crisis will help:
i.	The organization manage the crisis
ii.	Keep the crisis from growing
iii.	Look for internal and external organizational ramifications from the crisis
iv.	Prevent tunnel vision
v.	Identify how to bring closure to the crisis
c.	A crisis is one situation in which having the right team members assigned to the right roles and doing the jobs they do best can make a great impact on the outcome.
2.	Every organization will have differences in its organizational structure, the roles and responsibilities assigned to each EMS officer, and the elements included in a crisis management action plan. 
a.	A managing (rather than a supervising) EMS officer would likely be called upon either to manage or to assist with the resolution of internal or external crises. 
b.	This chapter focuses primarily on managing administrative crises, as the primary duties of the managing EMS officer are administrative. 
c.	It highlights the importance of having a crisis management action plan and identifies some key points when confronting a crisis. 
d.	Understanding the importance of managing risks and crises is critical to the EMS officer.
II.		Understanding Risk and Crisis 
A.	As an EMS officer, you must be prepared to manage internal and external risks and crises.  
1.	Risks are processes, systems, stakeholder activities, and other business activities that may turn into crises if not monitored or managed appropriately. 
a.	They are natural side effects of doing business.
b.	They can develop from both actions and natural occurrences.
2. 	An internal risk is one that originates within the organization, whereas an external risk is one that originates outside the organization. 
a.	If not managed appropriately, either type of risk has the potential to become a crisis, a situation that poses a serious threat to a single customer, a community, or the organization and its stakeholders. 
b.	Examples of internal risks include the following:
		i.	Doing business with a vendor that does not have a good reputation
ii.	Opting not to purchase the extended warranty when purchasing ambulance units 
iii.	Implementing priority dispatching for all 911 requests for service
iv.	Purchasing nonessential equipment with budget reserve dollars
v.	Reducing staffing by closing an EMS station during nonpeak hours
c.	Examples of external risks include the following:
		i.	Market competition
ii.	Crews being exposed to communicable diseases
iii.	Events that pose safety challenges for the rescuers (e.g., natural disasters and terrorist events)
3.	Having a plan to monitor and manage risks before they become crises must be a priority for the EMS officer, and every effort must be made to anticipate a crisis before it occurs. 
a.	Avoidance of a crisis situation benefits the community, the organization, and stakeholders. 
b.	As an EMS officer, you should actively look for those operational and administrative risks—do not wait for a crisis to occur to begin preparing a crisis management plan.
4.	A crisis poses a challenge to those being affected by it as well as those attempting to mitigate the crisis. 
a.	Such an event:
i.	Can be caused by internal or external stakeholders
ii.	Can be triggered by natural, human-made, market, or technological forces that pose a direct threat to customers, community, the organization, or the organization’s stakeholders
b.	Examples of internal crises include:
i.	Line-of-duty deaths or injuries
ii.	Internal stakeholder layoffs
iii.	Budget cuts resulting in a reduction of service
iv.	An audit finding of noncompliance with legislative mandates
c.	Examples of external crises include:
i.	Mass-casualty incidents
ii.	Vehicle accidents involving an ambulance
iii.	A protected health information (PHI) security breach
iv.	Natural disasters
5.	Regardless of its size and origin, each crisis requires immediate attention. 
6.	The first priority must be:
a.	Providing for the safety of all involved in the incident
b.	Ensuring that customers are being appropriately supported
c.	Rapidly obtaining the necessary resources
d.	Resolving the crisis as soon as possible
[bookmark: _GoBack]e.	Preventing any negative publicity directed toward the organization as a result of the incident
III.		Anticipating a Crisis
A.	You may not be able to stop a crisis from happening. 
1.	Nevertheless, you, your team, and the organization will be better prepared in managing the crisis if you:
a.	Thoroughly understand the internal and external business activities within your area of responsibility 
b.	Remain alert to anticipating a crisis before it happens
	B.	Crises Without Warning
1.	You may not know when a crisis is on the horizon and how it will affect your customers, community, organization, and stakeholders. 
a.	Events that occur without warning may include:
i.	Multiple-casualty crashes involving a mass transit bus or a commercial airliner
ii.	An active shooter event
iii.	Unfunded mandate placed on the organization
b.	For both internal and external crises, instilling a culture of preparedness and ensuring that all team members understand their role before a crisis happens will be critical. 
c.	It is not a question of if a crisis will occur under your watch, but rather when.
2.	Having a basic systematic approach that can be used to manage internal and external crises when they erupt without warning signs is critical so an effective response can be implemented immediately. 
a.	The organization’s members must know their fundamental duties when a crisis occurs within the organization as well as during a large and complex emergency.
b.	As an EMS officer, you must expect that crisis situations will surround you, and you may have no time to prepare for them. 
c.	Therefore, how you have prepared in advance and how you manage the incident will play a major role in determining the outcome.
	C.	Crises with Warning
1.	Some situations, though they may lead to a crisis, still allow organizational leaders enough time to prepare for making a specific response. 
a.	Examples of such situations include:
i.	The threat of an impending hurricane
ii.	A winter storm
iii.	A volcanic eruption
iv.	Heavy rain with the potential for severe flooding
v.	A mass gathering
vi.	A pandemic 
b.	Many crisis situations that emerge with warning create cyclical threats on a regular basis; for example:
	i.	Hurricanes in Florida
ii.	Winter storms in the Northeast
iii.	A heightened alert of terrorist activities in areas of public gathering such as tourist events or during specific holidays
c.	Because these situations are more likely to yield a crisis, EMS, fire, and police organizations will be well versed in the management protocol for them and will have a crisis management plan already in place. 
d.	Ideally, an initial crisis management plan will be in place well before a threat arises, and that plan should be flexible enough to realign the response to meet the needs of the specific crisis. 
e.	No organization should wait for a crisis to occur before beginning its management preparations.
2.	Organizational leaders must make it a priority to anticipate organizational crisis situations before a crisis strikes.
a.	This can be done by assessing the immediate organizational risks and determining the potential hazards that might turn a risk into a crisis. 
b.	Sometimes risks will be readily evident. 
c.	For example, a hurricane may be quickly approaching the east coast, with city officials turning to you for direction: Should they implement a mandatory evacuation or allow citizens to remain on the barrier island during the storm? 
d.	The hazards in such a case are storm surge, high winds, power outages, and poor accessibility to victims during and after the storm. 
e.	In this situation, organizational leaders have time to assess the external risks and hazards and to make the appropriate decisions to avoid a crisis situation.
3.	An example of an anticipated internal crisis is a situation in which most of the organization’s revenue is obtained through user insurance payments and county-wide taxes, but the current economy is unstable and healthcare reform is being introduced. 
a.	Both of these changes are considered serious hazards with the potential to directly affect the organization’s service delivery if a drop in revenue occurs.
4.	These examples outline risks that, if not effectively managed and routinely monitored, can potentially turn into crises. 
a.	Focusing on those key risk areas and understanding which hazards create the potential for a crisis event must be a priority to avoid a crisis. 
b.	The EMS officer must make every attempt to routinely:
i.	Evaluate internal and external risks and hazards
ii.	Monitor organizational processes and systems
iii.	Analyze customer feedback
iv.	Determine areas of potential risk
v.	Review data and performance outcomes regarding impending crises
vi.	Ask organizational employees where they see potential risks and hazards
vii.	Research what other organizations are doing to prepare for crises
c.	In addition, the EMS officer must make a point to review organizational spokes that have the greatest risk of becoming a crisis (e.g., operations, logistics, dispatch, budget support, fleet, and customers). 
	D.	Limiting Risk to Personnel
1.	Injury prevention and personnel safety are key components in preparing for—and potentially preventing—a crisis. 
a.	Therefore, organizational leaders must conduct risk assessments to ensure the safety of their personnel and those they serve. 
b.	In addition to the impact to life and property, there is also the financial impact associated with employee injury. 
c.	This can range from:
i.	Medical care for the employee
ii.	Workers’ compensation
iii.	Paying overtime to fill the position while the injured individual is out of work
iv.	Repairing damaged equipment
v.	Any investigation to ensure compliance with state and federal occupational safety regulations
d.	Creating and implementing an injury prevention and safety program within your organization must be a priority and it must start with the leadership team.
2.	To create an injury prevention and safety program, organizational leaders must first conduct a workplace risk assessment. 
a.	The following steps will help with this assessment:
		i.	Review any preexisting injury prevention and safety plan.
ii.	Review specific injury prevention policies, procedures, and forms and any risk assessment documents.
iii.	Collect data such as:
	(1)	Recent inspections
	(2)	Recent injuries
	(3)	Workers’ compensation
(4)	How often training was conducted and which training topics were covered
iv.	Visit office workstations and remote sites to get input from employees regarding their preparedness to deal with unsafe situations.
v.	Review any documentation pertaining to:
(1)	Injury prevention or safety inspections at work stations
(2)	Department vehicles
(3)	Employee and visitor common areas
(4)	Lunch rooms and cafeterias
(5)	Conference centers
(6)	Other areas that are considered high traffic areas or where employees congregate
3.	Injury prevention must be part of the organization’s culture and must be driven by the organization’s leadership team. 
a.	The organizational leaders must show a commitment to injury prevention and safety by:
i.	Participating in injury prevention drills
ii.	Attending injury prevention classes
iii.	Visiting workstations
iv.	Asking employees for feedback about injury prevention
b.	Leaders must demonstrate this commitment across the different functional workgroups, not just those at the highest risk of injury.
4.	An injury prevention and safety program consists of numerous key activities that must be ongoing; for example:
a.	The plan must include a communication mechanism (regular meetings, bulletins, e-mails, posters, one-on-one interviews) of how employees will be informed of regular safety updates.
b.	Employees must know what to do when faced with an unsafe situation.
c.	Clear state and federal compliance regulations pertinent to the work environment must be posted.
d.	There must be routine safety worksite inspections and continuous injury prevention training
e.	The leadership must maintain records of all injury and safety activities, including accident investigations.
5.	For an injury prevention plan to be successful, it must be clearly written in an accessible format and must be supported by policies and procedures. 
a.	The following components must be part of an injury prevention and safety plan:
i.	Perform any safety activities mandated by state or federal occupational safety and health officials. 
ii.	Conduct safety meetings with new and senior employees on a regular basis.
iii.	Conduct routine drills (at least twice a year) and have employees assume their assigned roles while working through hazardous scenarios.
iv.	Create and implement an Organizational Hazard Assessment Form specific to worksite, office, and prehospital environments; for example, the forms may ask the following questions:
	(1)	Do outlets have surge protectors?
(2)	Is the furniture sturdy and safe for use?
(3)	Are there trip hazards in the office and throughout the station?
(4)	Are stairwells lighted appropriately and do they have nonskid lining?
(5)	Are work stations ergonomically friendly for employees who spend a lot of time at their desks?
(6)	Are EMS crews using the necessary personal protective equipment when working with patients?
v.	Ensure non-public safety employees know how to detect:
(1)	Unsafe situations such as electrical hazards
(2)	Fire safety hazards, such as blocking exits with storage equipment
(3)	Inappropriate storage and use of flammable material
vi.	Ensure all non-EMS employees are trained in basic first aid and how to use a fire extinguisher.
vii.	Establish a building evacuation map.
viii.	Provide the necessary equipment to protect the rescuer and render assistance to other employees.
ix.	Designate an on-scene and administrative safety officer.
x.	Determine how and when to conduct a post-accident or near-miss analysis, document all findings, and report the findings to the appropriate officials.
xi.	Practice proper lifting techniques.
xii.	Provide continuous injury prevention and safety training and resources across the organization.
xiii.	Create a safety committee.
6.	Employees must be provided with the necessary tools and training to support an injury prevention environment. 
a.	If a hazard is observed, it must be reported and corrected immediately. 
b.	Waiting to correct a hazard or a potential risk may not only result in fines and additional work, but may also severely impact life and property and contribute to an internal crisis.
7.	Injury prevention and safety practices must be an ongoing event. 
a.	Therefore, incentives should be provided to those individuals who actively participate and follow the injury prevention and safety policies and procedures. 
b.	The best approach to an injury prevention and safety program is to promote the importance of using safe practices before an injury occurs.
IV.		Creating a Crisis Management Plan
A.	Having a crisis management plan in place before a crisis occurs is critical because it provides the necessary framework to manage the incident and allows for a rapid deployment of activities necessary to mitigate the crisis.
1.	The content of the plan must be simple and straightforward enough for everyone to understand during a crisis and must be easily accessible for any team member’s use. 
a.	Remember, however, that any plan must be tailored to the organization’s specific operational capabilities. 
b.	Public safety organizations typically have crisis response plans already established for external large-scale incidents.
c.	However, EMS officers and organizational leaders must also be prepared for those internal crises that affect the organization directly and that impact its stakeholders.
2. 	The plan may be created and published in a booklet form or as a standard operating guideline (SOG). 
a.	The organization’s leaders may also choose to make quick-reference crisis management materials readily available at every employee’s workstation (Figure 8-1). 
b.	These quick-reference materials can provide instructions regarding what to do in the event of a specific crisis. 
c.	Regardless of the format of the plan, the approach to crisis management must be shared with all personnel and agencies that will assist during a crisis management event.
3.	Crisis management does not end with the development of the plan, however. 
a.	The organization must practice, on a regular basis, how to use that plan, and every team member must be familiar with his or her role during a crisis so less uncertainty will occur when an actual crisis occurs. 
b.	No plan can include all the answers necessary to manage every specific crisis, but such a document can certainly set the direction to begin mitigating the crisis effectively.
4.	The organization’s leadership must be prepared to manage both administrative and operational crises. 
a.	They may choose to have separate plans for internal and external crises, or they may create a single plan that addresses both. 
b.	Regardless of which approach is chosen, some key activities should always be considered when creating a crisis management plan:
i.	Include a well-coordinated and comprehensive approach to prevent duplication of work and resources and to promote safety throughout the incident.
ii.	Establish an incident command system (ICS) either upon arrival at the scene (external crisis) or upon being notified of an impending crisis event (internal crisis).
iii.	Share the crisis plan (objectives, strategy, and tactics) with internal and/or external stakeholders as soon as possible.
iv.	Ensure that the necessary resources are available.
v.	Ensure that the plan is easy to use and includes simple process flow charts.
vi.	Include the big picture of the organization and the root cause of the crisis (e.g., whether the crisis is the result of one or more specific hazards).
vii.	Assign a spokesperson to disseminate information pertaining to the crisis (ideally in place before the crisis occurs).
viii.	Include the organization’s expected outcomes when dealing with internal and external crises.
ix.	Include protocols for postincident analysis and critical incident stress debriefing (CISD).
x.	Specify how the leadership team and those involved in mitigating the crisis will communicate with each other: face-to-face, phone, e-mail, social media, texting.
xi.	Prepare for a crisis before it occurs. 
(1)	Practice often. 
(2)	Conduct table-top exercises.
xii.	Determine which team members will be involved in managing the crisis, and define those team members’ responsibilities.
xiii.	Routinely evaluate the plan. 
(1)	Determine who will be responsible for updating the plan.
(2)	Include the management of specific crisis situations within the current crisis management plan.
xiv.	Consider internal posting of an emergency index at each team member’s workstation. 
(1)	Such an emergency index can provide specific instructions for what to do when employees encounter a potential crisis. 
(2)	For example, which essential information must be reported when requesting help from 911 or from the leadership team regarding the incident? 
(3)	Which initial activities should employees perform when they encounter a specific crisis (e.g., hazardous chemical spill, explosion, bomb threat, medical emergency)? 
(4)	What are the instructions for administrative staff on how to perform certain life-saving activities (e.g., cardiopulmonary resuscitation [CPR] and use of a fire extinguisher)? 
(5)	An emergency index can serve as a valuable tool when a potential crisis emerges, and can help employees take immediate action to begin addressing the incident.
xv.	Stress the importance of ensuring and working in a safe environment by:
(1)	Promoting situational awareness
(2)	Injury prevention
(3)	Containing the crisis
(4)	Isolating the crisis
(5)	Mitigating the hazard before it spreads
xvi.	Include input from the team members. 
(1)	The plan must be executed by all team members. 
(2)	There must be no freelancing.
5.	Effective written and verbal communication is essential among all members of the organization, especially during a crisis. 
a.	Although EMS and other public safety personnel routinely train and may have actively participated in crisis situations, administrative staff members may not have the same experience. 
b.	Consequently, the plan must be comprehensive, clear to understand, concise in its instructions, and easy to follow. 
c.	If it is not, the members of the organization may find it difficult to execute the plan. 
d.	Including technical jargon may create challenges for some team members in understanding what is required during a crisis. 
e.	Conversely, including diagrams, such as process flow charts, in addition to text should make the plan easier to follow.
6.	For the crisis action plan to be effective, the following actions are essential:
a.	Obtaining input from the management crisis team
b.	Practicing how to manage a crisis situation with all staff members
c.	Ensuring that all members understand their roles during an emergency 
7.	It is not enough to put the plan down on paper and store it on a shelf. 
a.	Instead, every member assigned to the crisis management team must:
i.	Participate in preparing for crises 
ii.	Discuss his or her role during a crisis
b.	Table-top exercises allow employees:
i.	To make mistakes while practicing 
ii.	To identify any secondary crises that could occur during the management of the crisis
8.	It often takes a real crisis for an organization to realize that it is not adequately prepared to manage a crisis. 
a.	In any case, it is beneficial for the organization to be proactive and anticipatory rather than reactionary.
9.	There will certainly be differences when managing different crises, as no two crises are the same and the demands will be different. 
a.	The leadership team will need to adjust the response accordingly to mitigate the crisis. 
b.	Nevertheless, effective crisis management all starts with a plan and the assurance that every organizational member understands his or her responsibilities before a crisis occurs.
	B.	Planning for an Internal Crisis
1.	Internal crisis events may not require the same resources or multijurisdictional personnel support as large and complex external crisis situations do. 
2.	Therefore, organizational leaders may opt to develop a crisis management plan intended exclusively for internal crisis management (Figure 8-2). 
3.	When attempting to manage an internal organizational crisis, it is beneficial to use principles similar to those applied when managing an external crisis. 
4.	Such principles clearly emphasize an organized approach to crisis management and delineate:
a.	A central point of command
b.	Roles and responsibilities of those participating in the event
c.	Necessary resources to mitigate the crisis
d.	Communication terminology that all team members understand
e.	Identification of personnel who will address the media regarding the incident
f.	The importance of safety for all involved
	C.	Planning for an External Crisis
1.	EMS and other public safety personnel are proficient in working with and managing external crises. 
a.	EMS personnel are taught to execute the organization’s adopted mass-casualty incident (MCI) plan, active shooter plan, and other crisis management plans, and they understand their role before such a crisis occurs. 
b.	Figure 8-3 shows an example of an external crisis management plan.
2.	National Incident Management System
a.	As an EMS officer, there is a high probability that you will be involved with managing crisis situations of varying sizes and complexity. 
i.	When dealing with public safety and nonpublic safety crisis situations, organizations may choose to use the National Incident Management System (NIMS) as part of their crisis management plan. 
ii.	NIMS provides a standardized framework for managing an incident. 
iii.	The use of NIMS, which is integrated with the National Response Plan (NRP), assists responders in preparing for and managing crisis situations occurring at the local, state, and national levels. 
iv.	Although NIMS is not a response plan, it can be used as the foundation for developing a coordinated and organized approach to a crisis. 
v.	The primary goal in using NIMS is to ensure that EMS and other public safety organizations implement a standard incident command system (ICS) to achieve a positive outcome. 
vi.	ICS:
(1)	Is a basic command structure for the organization 
(2)	Specifies coordination of tasks between the incident commander (IC) and the section chiefs or functional workgroups and personnel on scene
(3)	Promotes effective communication regarding how the scene will be managed
b.	ICS existed well before NIMS was created, having originated after a series of California wildfires occurred in the 1970s. 
i.	NIMS was introduced by the federal government after the terrorist attacks on September 11, 2001, with the goal of creating a standardized ICS, thereby achieving effective coordination, collaboration, communication, and interoperability among organizations on the scene of multijurisdictional crisis events. 
ii.	As an incident grows and additional responders and resources are dispatched to assist with operations there, a coordinated approach is needed to align the necessary personnel and equipment resources and manage the scene. 
iii.	It is imperative to consolidate all agencies involved in the response of a crisis situation under one organized, unified command structure. 
iv.	During a moderate- to large-scale incident, multiple agencies will respond to the scene. 
v.	Rather than each of these agencies working independently, the ICS calls for the senior commanding officer for each agency to unify and establish a single command center. 
vi.	When there are at least two commanding officers from different organizations working together and sharing command authority as one command center, the situation is referred to as unified command.
c.	The basic ICS structure can be expanded or collapsed as the incident requires, but certain basic personnel are always likely be included (Figure 8-4):
i.	Incident commander (IC). 
(1)	The IC is the one position that must be implemented immediately and must not be terminated until the crisis is resolved. 
(2)	The IC is responsible for developing the incident objectives and for all aspects of implementing the crisis management plan, which includes working directly with the operations section chief, logistics section chief, planning section chief, and finance section chief.
ii.	Public information officer (PIO). 
(1)	The PIO is responsible for disseminating information about the incident to the news media, to incident personnel, and to the community. 
(2)	This information is released during media interviews, press releases, and social media. 
iii.	Safety officer (SO). 
(1)	The SO is responsible for the safety of on-scene personnel. 	
(2)	He or she monitors scene safety and ensures that operational activities are being conducted safely. 
iv.	Operations section chief (OSC).
(1)	The OSC is responsible for the operational management of the crisis and the development of the strategy and tactics used to mitigate the crisis. 
v.	Logistics section chief (LSC).
(1)	The LSC is responsible for providing necessary resources to assist in mitigating the crisis.
vi.	Planning section chief (PSC).
(1)	The PSC is responsible for capturing and analyzing scene data, which are then used to plan the response to the crisis event. 
(2)	The PSC also prepares and writes the incident action plan (IAP) for adoption by the IC.
vii.	Finance/administrative section chief (FSC).
(1)	If financial and/or administrative duties must be handled during the incident, the IC may appoint a finance/administrative section chief, who is responsible for addressing and managing administrative and financial requests during the incident; for example:	
(a)	Employee record keeping for hours worked
(b)	Vendor contracts
(c) 	Documentation for reimbursement after the crisis ends
(2)	The finance/administration section is used primarily during large incidents, but may also be activated during small incidents.
d.	In addition to the necessary personnel, certain elements will be required in managing an incident with the ICS. 
i.	The first is an incident command post (ICP) or emergency operations center (EOC), where the leadership team can confer and determine how best to execute the organization’s crisis management plan and address the current crisis. 
ii.	Here the OSC can update other key organizational leaders on the planned strategy and tactics during the crisis management planning meeting. 
iii.	Once the plan is approved by the IC, it is formalized into an incident action plan (IAP) and shared with personnel involved in the incident. 
iv.	The IAP may be updated every 8, 12, or  24 hours, or as needed to meet the needs of the operation. 
v.	It contains information necessary to the management of the scene, including the following items:
		(1)	Incident name
		(2)	Date
		(3)	Time
					(4)	Weather
(5)	Participating units
(6)	Operational sections
(7)	Operational objectives
(8)	Strategy and tactics
(9)	Situational awareness updates
(10)	Logistical plans
(11)	Medical plans
(12)	Temperature
(13)	Additional information as dictated by the incident
e.	It is within the ICS where detailed objectives and IAPs are created to appropriately manage the crisis. 
i.	As an EMS officer, you can incorporate incident command and other crisis management courses into the organization’s educational plan so that personnel will be better prepared when asked to use these skills. 
ii.	Every member of the organization, but especially those in leadership roles, must attend NIMS training to learn how to manage risks and crises should they occur.
V.		Managing the Crisis
A.	When determining how best to manage an internal or external crisis, it all starts with having a well-designed and thorough crisis management plan in place.  
1.	Being able to anticipate, identify, manage, and monitor organizational risks and hazards is as important as managing a crisis. 
2.	Management of a crisis should follow these basic steps:
	a.	Avoid the crisis.
b.	Confirm the crisis.
c.	Implement the crisis management plan.
d.	Contain the crisis.
e.	Resolve the crisis.
f.	Conduct a post-crisis analysis.
	B.	Avoid the Crisis
1.	Although handling a crisis well is an important skill, it is much better to avoid the crisis in the first place, if at all possible. 
a.	As an EMS officer, you will deal with small and large internal and external crises on a regular basis. 
b.	This experience can assist you in identifying potential impending crisis situations before they occur, then managing and monitoring conditions in an effort to keep the situation from becoming a crisis.
2.	When attempting to avoid a crisis, make it a point to conduct crisis review audits—inspections of the organization’s current operational risks, processes, systems, weaknesses, and threats.  
a.	By conducting routine (e.g., annual) crisis audits, the organization or the functional workgroup will be able to avoid some potential crises. 
b.	In addition, the EMS officer may consider incorporating crisis management into the organization’s or functional workgroup’s strategic plan. 
c.	Using SWOT (strengths, weaknesses, opportunities, threats) analysis to identify specific risks and potential crisis situations will be extremely valuable in attempting to avoid a crisis. 
d.	During such an analysis, the EMS officer and the crisis management team can review the organization’s weaknesses and threats to identify and manage any potential risks or a crisis brewing on the horizon. 
3.	After completing the SWOT analysis and determining the areas of risk (weaknesses and threats) that are most likely to lead to crisis events, the EMS officer or other organizational leaders must prioritize the activities taken in response to the results from most severe to least severe. 
a.	This will set a priority for which risks should be monitored, managed, or eliminated first. 
b.	Furthermore, in an attempt to avoid a crisis, the EMS officer must make it a priority to receive input from organizational team members, the crisis team, and organizational leaders. 
c.	This will allow for a “big picture” approach and will assist in identifying key areas that might otherwise be missed within a specific functional workgroup or the organization as a whole.
	C.	Confirm the Crisis
1.	Confirming the crisis is important because it provides the “go/no go” decision-making point for implementation of the crisis management plan. 
a.	There is a delicate balance between anticipating a crisis and jumping to conclusions before a crisis event is confirmed. 
b.	You should not hold off on activating the crisis management plan if there will be a delay in confirming the crisis. 
c.	You can always discontinue the activation of the crisis plan and immediate response. 
d.	In an actual crisis, a delay in implementing the plan can prove detrimental and can set the organization behind—rather than in front of—the event.
2.	Crisis confirmation hinges on the answer to the following question: 
a.	Does the event threaten harm to one or more individuals, the community, the organization, and/or the organization’s stakeholders? 
3.	Once that question has been answered, you must determine the hazards that are the root cause of the crisis and begin mitigating the situation.
	D.	Implement a Crisis Management Plan
1.	Crises can occur at every level of the organization, and the EMS officer must be able to rapidly assess the situation to determine the following:
	a.	Whether the crisis is internal or external
b.	The root cause of the crisis
c.	The impact the crisis will have on external stakeholders, the community, the organization, and internal stakeholders
d.	The appropriate crisis plan to mitigate the situation
2.	Management of each crisis event will be different. 
a.	The goal of every crisis plan is the same, however: to provide easy-to-follow information for rapid deployment during a crisis. 
b.	This format allows the crisis management team to begin mitigating the crisis as soon as possible.
3.	For example, there is no need to deploy public safety units or to establish a command system for an internal computer network failure. 
a.	Such a network failure will affect only internal stakeholders, who will not be able to get their jobs done. 
b.	Although this situation can be extremely frustrating and may keep projects from being completed in time, it does not pose any immediate risk to life or property. 
c.	As the EMS officer ensuring that all facets of the system under your responsibility are operating effectively and efficiently, you will need to address internal crises with urgency and have a specific plan to address them.
4.	Now consider the example of an ambulance accidentally hitting a pedestrian on the way to an emergency. 
a.	Although it is also an internal crisis, this event poses different challenges to the EMS organization. 
b.	The organization will need to:
i.	Address its response policy
ii.	Answer questions about the driver
iii.	Attend to the victim and his or her family members
iv.	Deal with negative publicity
v.	Conduct an investigation to determine any legal ramifications
vi.	Offer support to the ambulance crew
c.	The network failure and the ambulance incident are two very different internal crisis events, but both can be managed from the same basic crisis management plan.
5.	The EMS officer must consider using the same initial crisis management efforts when managing an external crisis. 
a.	These basic crisis management activities serve as the fundamental framework of both internal and external crisis management:
		i.	Ensure safety for all personnel.
ii.	Account for all personnel.
iii.	Determine the immediate impact zone and ramifications.
iv.	Attempt to determine the root cause of the crisis and hazards.
v.	Ensure that resources are requested immediately.
vi.	Prepare to deploy the crisis management goals, objectives, strategy, and tactics.
vii.	Establish the ICS as needed.
viii.	Brief the PIO. 
(1)	If the organization does not have a designated PIO, a member of the leadership team must assume that responsibility.
ix.	Determine how the organization will communicate with internal and external stakeholders (e.g., face-to-face, e-mail, social media).
x.	If the crisis is the result of the organization’s action and has impacted life or property, be upfront and transparent with those who are affected by the incident.
xi.	Take control by demonstrating a command presence, working with team members, and collaborating with other organizations to achieve resolution of the crisis.
xii.	Provide support for personnel (e.g., food, shelter, medical aid) if the crisis event has resulted in an extended operation.
6.	These activities help determine the best approach for mitigating the crisis. 
a.	For example, should they implement the organization’s MCI plan, active shooter plan, hurricane plan, negative media plan, organizational negligence plan, or a plan that deals with internal administrative issues? 
b.	Specific crisis management plan ideas must be introduced and discussed during:
i.	SWOT analysis exercises
ii.	Crisis management “lessons learned” events
iii.	Table-top exercises
c.	The leadership team is responsible for making sure that these crisis management activities take place as part of the strategic planning process, training, and postincident review, thereby ensuring that:
i.	The plan is up-to-date 
ii.	Organizational members are well informed
7.	In a crisis situation, time will be critical—and there will be no time to play catch-up if the crisis is not addressed promptly. 
a.	Whatever initial activities the organizational leaders choose to pursue as the initial approach to crisis management, there will always need to be some adjustments to better meet the needs of the crisis.
8.	Take care of all those involved in the crisis. 
a.	Such assistance may take the form of rescuing victims, debriefing (discussing the event and how it affected the team member), professional counseling, or listening to a member’s input.
9.	As the EMS officer, you will be expected to provide answers, especially during a crisis situation. 
a.	You need to be prepared for this responsibility, and keep your skills sharp in readiness for a crisis that occurs without warning. 
b.	Because large and complex crisis events do not happen every day, leaders tend to become complacent and may forget some of the skills for managing a crisis over time.
	E.	Contain the Crisis
1.	After initially implementing the crisis management plan, the EMS officer (or, in large events, the IC) must immediately work on containing the crisis and preventing it from causing more damage. 
2.	In a crisis situation, the EMS officer should:
a.	Request resources immediately and as needed to contain the crisis
b.	Allow the team to do the work they have been trained to do
c.	Not be afraid to ask for help or input from other organizations (e.g., through a mutual aid agreement or a state or federal coordinated resources system) and from colleagues who have experienced similar incidents
3.	The EMS officer should acknowledge that he or she will need to rely on the team. 
4.	This does not remove any of the responsibility of being in charge, but as the managerial leader you have to trust your people, especially if you are unfamiliar with certain aspects of the operation. 
5.	Managerial leaders often feel the need to provide their input, change operational plans, or assume the responsibility for completing a task even if they are completely unfamiliar with the process. 
6.	This kind of tinkering can prove to be catastrophic, especially during a crisis, and demoralizing for the team members who are truly familiar with the process. 
7.	Surround yourself with talented team members and let them do their jobs, especially during crisis situations.
	F.	Resolve the Crisis
1.	Bringing closure to a crisis begins with:
a.	Taking a snapshot of the crisis
b.	Noting the events, actions, and outcomes
c.	Ensuring that every detail has been addressed and resolution has been accomplished
2.	As the situation evolves, the EMS officer must ask whether the crisis is still a crisis. 
3.	If an unstable condition still exists and has the potential to harm individuals, the community, or the organization, it is still a crisis. 
4.	When determining whether the crisis has been resolved and what to do during this phase, the organization’s leadership team must consider the following questions:
a.	Does the crisis still pose a threat to the organization, internal and external customers, or the community? 
i.	If the incident required the activation of operations, planning, logistics, and administrative/finance sections, the senior leadership member or IC must communicate with each section chief to ensure that no sections remain in crisis condition before determining that the crisis has been resolved.
b.	Is the crisis still active in one or more areas? 
i.	If the crisis is occurring in more than one location, all areas must be thoroughly evaluated to ensure there is no longer a threat for the redevelopment of the current crisis.
c.	Are all team members accounted for? 
i.	Ensure that they are and that no resources are removed until the crisis has been officially resolved.
d.	Is the leadership team available to answer questions? 
i.	The leadership team must be available to meet with and answer questions from the media and internal and external customers. 
ii.	The organization must assign a spokesperson to provide ongoing information to the media and internal and external customers.
iii.	The flow of communication must not stop once the crisis is over. 
e.	Are there legal concerns? 
i.	Involve legal counsel if the crisis has ongoing legal ramifications.
	G.	Conduct a Post-Crisis Analysis
1.	Depending on the crisis, an investigation may follow the crisis resolution. 
a.	For example, the National Traffic and Safety Board (NTSB) investigates airplane crashes, law enforcement officers investigate multiple-vehicle accidents, and fire investigators investigate fires. 
b.	When an organization is responsible for a crisis, an internal investigation is required. 
c.	Organizational leaders must ensure transparency in their investigation if the crisis negatively impacted customers and the community. 
d.	This transparency can be facilitated by enlisting nonorganizational members to become part of the investigative team, so that the results will be impartial and unbiased. 
e.	Organizational leaders must demonstrate a willingness:
i.	To resolve the crisis expeditiously 
ii.	To get the answers necessary to ensure that the crisis does not reoccur
f.	Acknowledge when your organization makes a mistake.
g.	This willingness to admit fault demonstrates to customers and the community that the organization is doing its best to care for its customers. 
2.	After a large incident, an after-action report must be completed. 
a.	It is typically created by the crisis management team or someone designated by the team who was involved in the overall operation. 
b.	This report must answer a series of key questions: 
i.	What happened? 
ii.	What went right? 
iii.	What went wrong? 
iv.	What can be improved upon? 
c.	An after-action report should be required by the crisis management plan. 
d.	It provides an opportunity to learn and reflect on the strategies, tactics, and challenges that emerged during the crisis.
3.	Learn from the experience of the crisis and how it was managed. 
a.	Review the actions of the crisis management team and the content of any SOGs. 
b.	Making adjustments in these areas is more easily done when a crisis is fresh in your mind.
VI.		Effects of Crisis on the Organization
A.	It is not enough just to manage and contain the crisis at hand.	 
1.	There may be additional, related issues that can turn into crises if they are not handled quickly. 
a.	For example, suppose one of your ambulance units is dispatched to the wrong address, and the delayed response to the real scene contributes to the unsuccessful resuscitation of the victim. 
b.	You are notified of the crisis and begin working with the team members to understand how this problem happened and how to prevent it from happening in the future. 
c.	But what do you do if the incident is leaked to the media and broadcast on the evening news? 
d.	Now your organization is labeled not only as a contributor to the victim’s death but also as an organization that has poor business performance. 
e.	What else is looming, and how will you address this new crisis that morphed from the initial crisis?
2.	Keep your eyes open during a crisis, and you will see that there is more going on beyond the original crisis that needs to be remedied. 
a.	If negative allegations are made, you will need to deal with them immediately. 
b.	In the era of social media, once a negative message begins to gain traction, it will be difficult to contain. 
3.	If a crisis situation is handled well, however, it can be a boon to the organization. 
a.	An efficiently mitigated crisis can improve or reinforce an organization’s reputation and brand. 
b.	It can also improve confidence and teamwork in the organization’s personnel who have brought a crisis situation to a successful resolution.

POST-LECTURE
I. Wrap-Up Activity
Case Review
Purpose
To allow students an opportunity to analyze a scenario and develop responses to critical thinking questions.
Instructor Directions
1. Direct students to read the “Case Review” scenarios located at the end of Chapter 8.
2. Direct students to read and individually answer the questions at the end of the scenario. Allow approximately 10 minutes for this part of the activity. Facilitate a class review and discussion of the answers, allowing students to correct responses as needed. 
3. You may also assign these as individual activities and ask students to turn in their comments on a separate piece of paper.

Case Review: Cruise Ship
The Jones Fire and EMS organization was faced with a potential crisis when a cruise ship with several thousand passengers was reported to have listed, meaning that it had inclined to one side, creating an unstable environment. The ship was several miles off shore when the incident occurred and immediately returned to port. More than 100 passengers were injured, experiencing minor to serious injuries.
When the report was received at the 911 communication center, multiple fire, EMS, aeromedical, mass transit, and law enforcement units responded from the surrounding areas. The number of units and agencies requested to assist was part of the response plan when dealing with an event of this magnitude. Because all agencies routinely worked and trained together, the incident command system was immediately established. The lead organization assumed command and assigned an operations section chief, who then took responsibility for the EMS operational activities at the scene. Triage, treatment, and transport groups were established, and the victims were rapidly offloaded and processed. In this situation, all the victims were evacuated from the ship and transported to local emergency departments for care without incident.
Case Discussion
In this example of an external crisis, although the incident commander, section chief, EMS crew members, and other support staff were challenged in managing more than 100 patients in a short period of time, preparation and coordination through a mutually accepted crisis plan proved beneficial to crisis mitigation. The management of the crisis was conducted flawlessly because all multijurisdictional agencies had routinely participated in functional full-scale and table-top exercises for numerous crisis situations. The key to their success in this incident was the commitment to training, coordination among agencies, and existence of a predeveloped crisis plan. The crisis plan included not only the actions required by the responders, but also a checklist of the necessary activities and resources that would be required as part of a large-scale incident.

Case Review: Use of Controlled Substance
The Bartlett EMS organization’s chief of EMS operations was surprised when he received a phone call from a local reporter requesting an interview to discuss the tampering with controlled substances by one of the organization’s paramedics while on duty. Allegedly, a paramedic, while on duty, was withdrawing Valium from a secured vial and replacing it with water. This medication was part of the controlled substance supply on board the ambulance unit and was used to treat patients as directed by the department’s medical director. The reporter wanted to know who the individual was, which controlled substance was used, whether the paramedic placed patients in jeopardy during patient care, whether the paramedic was being placed on administrative leave pending the outcome of an internal investigation, whether the situation was being reported to local law enforcement and the state EMS office, and whether the organization was concerned about the public losing trust in its service delivery.
The organization’s leadership team had already identified a public information officer (PIO), who had been designated as the official spokesperson for the organization prior to this incident and was responsible for working closely with the local media. In addition, the PIO was responsible for creating a crisis management team and working with them to establish a crisis management plan for the organization. The organization’s leadership team, the PIO, and the organization’s team members knew exactly what was expected of them prior to a crisis event. The plan required keeping the PIO and the leadership team front and center during all press conferences and media interviews. The organizational leaders were also expected to maintain transparency while being extremely sensitive to the situation and ensuring the privacy of the individual in question.
After the PIO and leadership team discussed with the reporter what had transpired, the event was not blown out of proportion and the organization was given the opportunity to explain the actions being taken to ensure that this situation would not occur again. During the preparation of the crisis management plan and a table-top exercise, a similar scenario had been presented and the crisis management team had been able to discuss what to do in case of tampering with any controlled substance. The preparation, the assignment of a PIO prior to a crisis, and the steps taken to ensure that all team members knew their roles during a crisis resulted in a seamless execution of the crisis management plan.

Case Discussion
Upon receiving the reporter’s phone call, the division chief of EMS knew that he was facing two crises. First was the internal crisis—that is, the allegations of inappropriate use of controlled substance by an employee. Second was the threat to the reputation of the organization within the community. The division chief, using the organization’s approved crisis management plan, was able to execute the required set of activities to address the situation at hand appropriately.
· Notification of the chief of the department and the medical director, informing them of the situation
· Suspension of the employee, with pay, per the organization’s employee conduct policy
· Placement of the unit out of service and dispatch of an EMS supervisor to meet with the crew and conduct an inventory of all medications administered by all crew members assigned to the unit
· Removal of all controlled substance medication vials assigned to the unit, which were then sent to an independent laboratory for testing
· Notification of the state’s Bureau of Emergency Medical Service, as requested per statute, local law enforcement, and the Drug Enforcement Administration
The division chief of EMS was able to conduct a thorough investigation because the EMS functional workgroup had already established a crisis management plan that included the steps required when facing the tampering of such medications by an employee.
Action also needed to be taken to protect the organization’s reputation within the community. After the story appeared on television, radio, print media, and online, the organization began receiving phone calls from concerned citizens. The Bartlett EMS organization was committed to being as transparent as possible with the local media and community members without interfering with the investigation. This was achieved by displaying the current controlled substance medication policy, laying out each step of the investigation process and who was part of the investigation, and explaining what the organization was doing to ensure this situation did not happen again.
The outcome of the case resulted in the firing of the employee after it was determined that the evidence showed the medication had been removed from the vial. Although the organization’s members did experience some challenges as they worked to remedy the crisis, having a crisis management plan proved to be beneficial, as it provided a map for ensuring that all essential steps necessary to work through the crisis were addressed.

II. Lesson Review
Note: Facilitate the review of this lesson’s major topics using the review questions as direct questions or slides. Answers are found throughout this lesson plan.
1. 	Why is it important for the EMS organization to have a crisis management action plan in place before a crisis occurs? (Lecture I-A)
2.	What is the key difference between an internal risk and an external risk? Give an example of each type. (Lecture II-A)
3.	What is a crisis? (Lecture II-A)
4.	How can the EMS organization, and you as the EMS officer, prepare for internal and external crises that erupt without warning? (Lecture III-B)
5.	How can organizational leaders anticipate organizational crisis situations before a crisis strikes? (Lecture III-C)
6.	List five components that must be part of an injury prevention and safety plan. (Lecture III-D)
7.	What are some key activities that should always be considered when creating a crisis management plan? (Lecture IV-A)
8.	What is the primary goal in using the National Incident Management System (NIMS)? (Lecture IV-C)
9.	List the six basic steps that should be followed when managing a crisis. (Lecture V-A)
10. 	What effects, good and bad, could a crisis have on an EMS organization? (Lecture VI-A)
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